elevaite365
Data Processing Agreement
BACKGROUND
This data processing agreement (the "Data Processing Agreement") sets out the terms and conditions for the processing of Personal Data (as defined below) conducted in accordance with the Agreement entered into by the Controller (as defined below) and the Processor (as defined below) and, if applicable, other agreement/-s entered into by the Controller and the Processor regarding the provision of the Processor's services (such Agreement, orders and other agreement/-s are hereinafter referred to as the "Agreement"). By entering into the Agreement, the Parties agree to be bound by this Data Processing Agreement, which constitutes a schedule to the Agreement and forms an integral part of the Agreement.
The Controller determines the purpose and means of the processing of Personal Data (as defined below) and is therefore the data controller for the processing of Personal Data conducted in accordance with the Agreement.
The Processor shall process Personal Data on behalf of the Controller in accordance with this Data Processing Agreement and Appendix A and is therefore the personal data processor for the processing of Personal Data. 
The Controller may have a separate agreement with a Partner of the Processor. This Data Processing Agreement does not apply to any processing of Personal Data on behalf of the Controller by a Partner.
This Data Processing Agreement aims to comply with the obligations provided for in the Data Protection Legislation (as defined below), which requires that processing conducted by a data processor on behalf of a data controller is governed by a written agreement.
DEFINITIONS AND INTERPRETATION
In this Data Processing Agreement, in addition to the terms and expressions defined above, the following capitalised terms and expressions shall have the meaning set out below:
"Affiliate" means any company directly or indirectly controlling, under common control or controlled by the Customer and shall include any legal entity that is directly or indirectly controlled by, or that is under common control by a company within the same group as the Customer or a legal entity controlled by it, where control means ownership of at least 50% of the voting rights in a legal entity or the power to direct the management of a legal entity or control the composition of its board of directors.
"Controller" means the party defined as "Customer" in the Agreement.
"Data Protection Legislation" means all applicable laws, rules, and regulations related to privacy, data protection, and/or the processing of Personal Data in the relevant jurisdiction, which may include (a) the California Consumer Privacy Act, as amended, the Colorado Privacy Act, the Connecticut Data Privacy Act, the Delaware Personal Data Privacy Act, the Iowa Consumer Data Protection Act, the Indiana Consumer Data Protection Act, the Kentucky Consumer Data Protection Act, the Maryland Online Data Privacy Act, the Minnesota Consumer Data Privacy Act, the Montana Consumer Data Privacy Act, the Nebraska Data Privacy Act, the New Hampshire Expectation of Privacy Act, the New Jersey Data Privacy Act, the Oregon Consumer Privacy Act, the Rhode Island Data Transparency and Privacy Protection Act, the Tennessee Information Protection Act, the Texas Data Privacy and Security Act, the Utah Consumer Privacy Act, and the Virginia Consumer Data Protection Act; (b) the Gramm-Leach-Bliley Act (GLBA); (c) the Health Insurance Portability and Accountability Act (HIPAA), as amended by the HITECH Act; (d) the Family Educational Rights and Privacy Act (FERPA); and (e) any other laws governing the processing of Personal Data, including rules and regulations implementing any of the foregoing.
"Personal Data" means any information that identifies, relates to, describes, is reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, an identified or identifiable natural individual, household, or device and which the Processor, or its Sub-Processors, processes on behalf of the Controller.
"Personal Data Breach" means unauthorized or unlawful destruction, loss, alteration, disclosure of, or access to, Personal Data in Processor or Sub-Processor’s possession or control.
"Processing" means processing of Personal Data on behalf of the Controller as defined by applicable Data Protection Legislation.
"Processor" means the party defined as "Supplier" in the Agreement.
[bookmark: _Hlk193097783]"Sub-Processor" means a vendor engaged by the Data Processor for the processing of Personal Data.
All references to "processing", "process" and "processes" shall have the same meaning as set out in applicable Data Protection Legislation.
Headings in this Data Processing Agreement are for ease of reference only.
Unless otherwise stated, reference in this Data Processing Agreement to "section" and "appendices" shall be deemed to be references to sections and appendices to this Data Processing Agreement. 
For the avoidance of doubt, this Data Processing Agreement comprises this data processing agreement and any appendices to it. 
RESPONSIBILITIES AND UNDERTAKINGS
The Controller shall:
process personal data in accordance with applicable legislation, including but not limited to Data Protection Legislation;
provide the Processor with written, documented instructions on the processing of Personal Data, including the Agreement and this Data Processing Agreement; and
not provide the Processor access to the Controller's systems other than when and to the extent necessary for the Processor to perform its obligations under the Agreement and this Data Processing Agreement.
The Processor shall:
only process Personal Data in accordance with the Controller's documented instructions as set forth in the Agreement and this Data Processing Agreement. The Processor shall not deviate from the Controller's instructions, unless except and only to the extent that the Processor is required to do so to comply with legislation to which the Processor is subject, and in such case the Processor shall inform the Controller of the legal requirement prior to conducting the processing (unless applicable legislation prohibits such information);
only process Personal Data in accordance with Data Protection Legislation;
not retain, use, or disclose Personal Data for any purpose other than for the specified purpose of performance under the Agreement. The Processor will not sell Personal Data; retain, use, or disclose Personal Data for a commercial purpose; or retain, use, or disclose Personal Data outside of the direct business relationship between the Processor and the Controller. The Processor will not combine the Personal Data that it receives from the Controller with any personal data it receives from or on behalf of another person or entity, or that it collects from its own interaction with an individual.
immediately notify the Controller if, in its opinion, an instruction infringes Data Protection Legislation and await further instructions;
in the event the Processor lacks instructions which, in the Processor’s assessment, are necessary to perform the processing of Personal Data in accordance with the Data Processing Agreement or Data Protection Legislation, the Processor shall promptly inform the Controller and await such further instructions as the Controller may deem necessary;
keep all Personal Data strictly confidential and ensure that persons, such as employees, consultants and other persons, authorised to process Personal Data  are subject to a contractual or statutory obligation of confidentiality;
maintain written records of all processing activities relating to Personal Data in accordance with the requirements set forth in Data Protection Legislation;
without undue delay comply with all decisions and judgments of applicable  courts regarding Personal Data;
to the extent necessary and only when the Processor has access to the relevant Personal Data assist the Controller in ensuring compliance with its obligations under applicable Data Protection Legislation, including, taking into account the nature of the processing, assist the Controller by appropriate technical and organisational security measures, to fulfil its obligation to respond to requests for exercising the data subject's rights in accordance with Data Protection Legislation, conduct data protection impact assessments, and reply to investigations or inquiries by an enforcement authority, such as an Attorney General; and
upon request, provide the Controller with all relevant information and documentation demonstrating the measures taken by the Processor to fulfill its obligations under this Data Processing Agreement.
SECURITY
General
The Processor shall establish and maintain appropriate technical and organisational measures in order to protect Personal Data against unauthorised or unlawful processing and against accidental, unauthorised or unlawful destruction, loss, alteration or disclosure taking into account the nature of the processing. Such measures shall at least maintain the level of security set forth in applicable Data Protection Legislation. A complete list of the technical and organizational security measures can be found at https://security.elevaite365.com/.
The Processor shall ensure that access to Personal Data is limited to those persons who need access in order for the Processor to meet its obligations under this Data Processing Agreement and the Agreement, that such access is only granted to such persons as is necessary in relation to that person's particular duties and that such persons only processes Personal Data in accordance with the instructions of the Controller.
Personal data breach
In the event the Processor becomes aware that a Personal Data Breach has occurred, the Processor shall, without undue delay, notify the Controller. The Processor shall provide the Controller with the following information:
a description of the nature of the Personal Data Breach including where possible, the categories and approximate number of data subjects concerned and the categories and approximate number of data records concerned;
a description of the likely consequences of the Personal Data Breach;
a description of the measures taken or proposed to be taken, if any, by the Processor to address the Personal Data Breach, including, where appropriate, measures to mitigate its possible adverse effects; and
contact details for further communications regarding the Personal Data Breach.
Where it is not possible for the Processor to provide the information listed under section 4.3 at the same time, the information may be provided in phases without further undue delay. 
For the avoidance of doubt, in addition to providing the information set out in section 4.3, the Processor shall, upon the Controller's request and at the Controller’s expense, assist the Controller with the Controller’s notification obligations of a Personal Data Breach in accordance with applicable Data Protection Legislation.
SUB-PROCESSORS
The Controller hereby authorises the Processor to engage Sub-Processors. The Processor will provide a list of the Sub-Processors it has engaged on its website at https://security.elevaite365.com/sub-processors/ and will inform the Controller of any added or replaced Sub-Processors by updating the website at least 30 days prior to any such Sub-Processor commencing any Processing. In order for the Controller to receive notifications of such updates, the Controller is referred to use a URL tracking service such as https://visualping.io/. The Controller shall, within 10 days of receipt of the notice, object to any changes of Sub-Processors if the Controller has reasonable grounds to doubt the new Sub-Processor's ability to comply with applicable Data Protection Legislation. The Controller understands and accepts that such objection may result in the Processor not being able to fulfill its obligations under the Agreement to the extent such obligations are related to the relevant Sub-Processor.	Comment by Novick, Eva: Asking a controller to subscribe to a third party service that notifies it of any changes that have been made to the elevaite365 website is not providing notice. You need to provide a real opportunity for objection.	Comment by Novick, Eva: What are the consequences if a controller objects? Is it a moot point because they will have to continue to pay for services that they will not receive? 
The Processor shall:
remain fully liable for the performance of every Sub-Processor as if such processing was conducted by the Processor itself; and
in each case ensure that each and every Sub-Processor and the Processor have entered into a written data processing agreement which sets forth the same responsibilities and obligations as set out in relation to the Processor under this Data Processing Agreement.
AUDIT RIGHTS
The Processor shall provide the Controller with all information necessary for the Controller to demonstrate compliance with the obligations provided for in applicable Data Protection Legislation relating to the Controller's engagement of a processor.
The Controller is entitled to, by itself or through an independent third party auditor (not being a competitor of the Processor), audit, including inspect, the Processor's processing of Personal Data and review whether the Processor's processing of Personal Data is conducted in accordance with this Data Processing Agreement. Said audit may occur once per calendar year, except for any additional audit which the Controller is required or requested to carry out by Data Protection Law or an enforcement authority. The Processor shall assist the Controller and provide access to the Processor's venues and computer equipment to the extent necessary considering the purpose of the audit. 
The Controller shall notify the Processor in writing at least thirty (30) Business Days prior to the audit and such audit shall be conducted during normal business hours and without disrupting the Processor's operations. 
Each Party shall bear its own costs for audits conducted in accordance with this section 6.
The parties agree that an approved code of conduct, a third party report, or certification provided by the Processor (or Sub-processor) may satisfy the information requirements in Section 6.1.
AFFILIATES
The Data Processing Agreement shall apply to Affiliates that receive services from the Processor under the Agreement and therefore can be considered data controllers in relation to the personal data processed on their behalf by the Processor.
Each Affiliate mentioned in section 7.1 may enforce this Data Processing Agreement as if it was a party hereto and shall thereby have the same rights and obligations as the Controller. For the avoidance of doubt, each Affiliate shall be a data controller only in relation to the Personal Data Processed by the Processor on behalf of such Affiliate. The Controller and each Affiliate shall be jointly and severally liable under the Data Processing Agreement in relation to Processing of Personal Data on behalf of such Affiliate. For the avoidance of doubt, an Affiliate shall not be liable for Processing of Personal Data for which the Controller or another Affiliate are data controllers.
The Controller shall act as a proxy for the Affiliates mentioned in section 7.1 in all matters and communications relating to the Data Processing Agreement and Processing of Personal Data on behalf of the Affiliates. Thus, the Affiliates and the Processor will not communicate directly with each other unless otherwise agreed between the Parties.
This section 7 shall only be applicable to the extent the Controller has the authority to enter into the Data Processing Agreement on behalf of its Affiliates.
LIABILITY
The Parties are liable jointly and severally for any claims made by data subjects.
The Parties acknowledge and agree that neither Party shall have an obligation to indemnify the other Party for any administrative fines imposed by an enforcement authority or a court under applicable Data Protection Legislation.
For the purposes of section 8.2 above, both Parties shall, to a reasonable extent, provide information to the other Party which may be useful within the scope of an Attorney General investigation or a court proceeding.
TERM AND TERMINATION
The effective date of the Data Processing Agreement is the date of execution of the Agreement and shall remain in force for as long as the Agreement is in force or for as long as the Processor processes Personal Data on behalf of the Controller.
In the event the Agreement is terminated or expires, the Processor shall, without undue delay, return, or if the Controller so requests, delete or otherwise obliterate all data including Personal Data and copies thereof, unless applicable legislation requires storage of the Personal Data. Upon the Controller's request, the Processor shall provide the Controller with a statement that the actions above have taken place.
MISCELLANEOUS
If any provision of this Data Processing Agreement or any part thereof would to any extent be or become invalid or unenforceable, the remaining parts of the Data Processing Agreement shall continue in full force and effect and the Parties shall use their best endeavors to agree upon any necessary and reasonable adjustments of this Data Processing Agreement in order to secure the vital interests of the Parties and the main objectives prevailing at the time of the execution of this Data Processing Agreement.
Unless otherwise agreed in writing between the Parties, a Party may not assign this Data Processing Agreement or any of its rights and obligations hereunder to a third party.
Any amendment, change or alteration of this Data Processing Agreement must be made in writing and duly signed by both Parties in order to become valid and effective.
In case of discrepancy between this Data Processing Agreement and the Agreement, this Data Processing Agreement shall prevail with respect to the Processing of Personal Data.
GOVERNING LAW AND DISPUTE RESOLUTION
The Data Processing Agreement shall be governed by the law as stated in the relevant section regarding governing law in the Agreement.
Any dispute, controversy or claim arising out of or in connection with this Data Processing Agreement, or the breach, termination or invalidity thereof, shall be finally settled in accordance with the relevant section regarding dispute resolution in the Agreement.
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Appendix A – Description of the scope, processing and use of personal data covered by this Data Processing Agreement

This Appendix A shall form an integral part of this Data Processing Agreement and contains a description of the processing.
DESCRIPTION OF THE PROCESSING ACTIVITIES (Subject-matter, the nature and purpose of the processing) 
Subject-Matter
The Processor will process personal data in the context of providing service support and in delivering the services specified in the Agreement between the Processor and the Controller.
Nature of Processing
The processing activities may include, but are not limited to:
· Collection, viewing, storage, recording, organization, structuring, adaptation or alteration, retrieval, consultation, use, transmission, or deletion of personal data as necessary for providing the agreed services and any necessary customer support.
· Accessing personal data to identify, diagnose, and resolve issues, implement software updates, perform maintenance, and respond to customer inquiries or requests relating to the services.
Purposes of Processing
The purpose of the processing is:
· To provide, support, and maintain the services as specified in the Agreement.
· To fulfill the Processor's obligations and exercise its rights under the Agreement and this Data Processing Agreement.
· To ensure the effective functioning, security, and quality of the services delivered to the Controller.


The Processor will process personal data when providing its services in accordance with the Agreement and when needed to fulfill its rights and obligations under the Agreement and this Data Processing Agreement. 
	
	Categories of data subjects
	Categories of personal data

	
	• The data subjects could inter alia include Controller’s customers, employees, end users and suppliers as applicable per Controller's use of the Processor's services.
	• Any type of personal data that may reside in the Controller's system, per Controller's use of the Processor's services. Such data could inter alia include:
· Names
· Addresses
· Email addresses
· Telephone numbers
· IP-addresses
· Personal data contained in recordings captured during customer support meetings



LOCATION OF PROCESSING AND APPLICABLE SAFEGUARDS 
The personal data will be processed by the Processor in the Microsoft Azure region selected by the Customer from time to time
Retention period
According to instructions issued by Controller from time to time. 
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